API
Submission

PRESENTER
Mr. Monty Rambau
Lead Developer OHSS

Date: 2021/07/14

NATIONAL INSTITUTE FOR
COMMUNICABLE DISEASES

Division of the National Health Laboratory Service



LAY
APl REGISTRATION PROCESS

https://ohss.nioh.ac.za/

Receive Test Receive

Environment Data verified Production

Credentials by NIOH IT

Register

Compan
— Credentials

API SUBMISSION PROCESS

Login Using to API APl responds with Use Token to submit
Username, Password P Data according to the
and AP| Key JSON Models

Message and Token




LAY L

NIOH COVID19 API Endpoints

URL : https://apitest.nioh.ac.za
3 Swagger https://apitest.nioh.ac.za//swagger/docs/v1 Explore

WOHSSAPI

DataSubmission Show/Hide List Operations = Expand Operations

/api/DataSubmission/Login Login
0 | /api/DataSubmission/Logout Logout
20 /api/DataSubmission/SubmitScreening Submit Screening Report
:p | /api/DataSubmission/SubmitTestData Submit Test Report

:r | /api/DataSubmission/SubmitReturnToWork Submit Return To Work

p | /api/DataSubmission/SubmitVulnerability Submit Vulnerability

[ BASE URL: , API VERSION: V1] vaup  {-}
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Data Model : Login Endpoint

iy /api/DataSubmission/Login Login

Response Class (Status 200)
OK

Model | Example Value

APILoginResponse {
token (string, optional),
status (string, optional),
message (siring, optional)

Response Content Type application/json ~ |

Parameters
Parameter Value Description %a;gmeter Data Type
data { body Model  Example Value
"password": "alx%kYi.hO-ezl-",
"username": "apinioh.username" .
}
"password”: "string"”,
"username”: "string”
3
Parameter content type:
\ application/json ~

Try it out!
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Data Model : Login Endpoint Response

Curl

curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' --header 'apiKey: A9885C18-.
"password”: "gk27%2615ETH, -Hc®27y1", \

"username”: “"apinioh.Itakane™ %
}' 'https://apitest.nioh.ac.za/api/DataSubmission/Login'
< >
Request URL

https://apitest.nioh.ac.za/api/DataSubmission/Login

Response Body
i
"token"™: "bc@ci74dba>314r8+9eBbl37celbb4568",
"status": "1",
"message": "Success"

Response Code

288

Response Headers

i
"cache-control™: "no-cache",
“content leng‘th" S,
content type 2 appllcatlﬂnf;lson, charset=utf-8",
"date"™: " 89 Feb 2821 12:46:86 GMT",
“explres
"pragma”
nServerT: ",
"strict-transport-security”: "max-age=15552881; includeSubDomains; preload”,
"w-aspnet-version": "4.8.38319"
"x-content-type-options": "nosniff",
“)(-'FireFox-spdy": "h2",
"w-frame-options": “SAHEGRIGIN"
"x-powered-by": “"NICD",
"H-HSS5- pm‘tectlon g “1, mode=block™
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Data Model : Logout Endpoint

S0y fapi/DataSubmission/Logout Logout

Response Class (Status 200)
QK

[Model Example Value

i
“status™: "string”,
"message™: "string”

H

Response Content Type | application/json |

Parameters
Parameter Value Description -I':-;‘gsm eter Data Type
data { body llodel Example Value
"username": "gpinigh.username",
"token":
"belcT74dbas314f0f%8bl3Tcel 654568 {
} “username”: “string”,
“token™: “string”
3

Parameter content type:
| application/json v |

Try it out! Hide Response
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Data Model : Logout Response

Curl

curl -X PUT --header 'Content-Type:
"username": "apinioh.Itakanes™, \
"token": "bc0c74dbaS314f6F9&8b13?c31554568" N

}' "https://apitest.nioh.ac.za/api/DataSubmission/Logout"

application/json' --header 'Accept: application/json' --header 'apiKey: A98385C18-2

Request URL
https://apitest.nioh.ac.za/api/DataSubmission/Logout

Response Body

“status": "1,

"message": "Success"

Response Code

228

Response Headers

i

"cache-control™: "no-cache™,

"content-length": "34",

"content-type": "appllcatlon!;lsan, charset=utf-8",
"date"™: "Tue, 89 Feb 2821 12:51:46 GMT",

"exp:l'.r‘es
"pragma"
"ser‘\rer“:
"strict- ‘tr‘anspar"t security”: "max-age=15552881; includeSubDomains; preload”,
"x-aspnet-version™: "4.8.38319",

"x-content-type-options": “"nosniff",

"x-firefm(-sgdy“: "ha",

"¥-frame-options"™: “"SAMEORIGIN",

"x-powered-by™: "N *

"®-xss-protection”: "1; mode=block"™




Symptoms Screening Model

) drderled

"screeningData":

( Positive Tests Data Model
"SAIDorPassportNumber": "9705054800086",

"ScreeningDate": "2021-04-23", Data{

"EmployeeAge": "42", "testData": [

"EmployeeGender": "Male", {

"JobCategory": "Nursing", "SAlDorPassportNumber": "5906084800088",
"Industry": "Medical", "EmployeelD": "351892",

"Province": "Mpumalanga", "Age":"11",

"District": "Ehlazeni", "Sex": "Male",

"SymptomsPresent": "Yes", "JobCategory": "Admin Staff",
"ScreeningOutcomeNoActionRequired": "No", "Province": "Gauteng",
"ScreeningOutcomeReferredForSelflsolation": "Yes", "District": "City of Tshwane",
"ScreeningOutcomeReferredForTesting": "No", "TestDate": "2020-05-11",
"ScreeningOutcomeReferredToTheDoctor": "No", "TestTypePCR": "Yes",

"Fever": "Yes", "TestTypeAntigen": "No",

"Chills": "Yes", "TestTypeAntibody": "No",

"DryCough": "No", "SymptomsPositive": "Yes",

"SoreThroat": "No", "NumberHighRiskContact": "0",
"ShortnessOfBreath": "No", "VulnerabilityStatus": "Yes",

"Tiredness": "No", "PositiveTestResultAction": "Self-Isolation at home",
"LackOfSmellOrTaste": "No", "Exposurelnformation”: "Yes",

"Conjuctivitis": "No", "ReportingActionedDEL": "No",

"Diarrhoea": "No", "ReportingActionCOIDA": "No",
"NauseaOrVomiting": "No", "ReportingActionDMRE": "No",

"MusclePains": "No", "Date": "2020-05-11", "Update": 0
"Dizziness": "No", }

"Headache": "No", 1,

"Update": 0 "businessid": " C8F1720B-FB4F-48C4-BBC5-413EF8E31D3C ",

} "username": “apinioh.username”,

], "token": "fbad0be6f49a4bal19f85d0ef2eb3aa50 "
"businessid"‘ " C8F1720B-FB4F-48C4-BBC5-413EF8E31D3C", }

n, «

"username": “apinioh.username”,
"token": "fba40be6f49a4ba19f85d0ef2eb3aa50 "}
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ReturnToWork Model

Data {
"returnData": [

{

"SAIDorPassportNumber": "4401014800086",
"EmployeeWorkID": "45123",
"JobCategory": "Admin Staff",
"Industry": "Techmology",
"Province": "Mpumalanga",
"District": "Ehlazeni",
"Date": "2021-03-11",
"Hospitalised": "Yes",
"HospitalType": "Private",
"DateAdmission": "2021-04-27",
"Outcome": "Discharge",
"OutcomeDate": "2021-05-02",
"ReturntoWorkDate": "2021-05-15",
"ReturnToWorkFitness": "Fit with Accommodation"
"CompensationClaim": "Yes",
"Disablement": "0",
"ClaimREfNo": " ",
"StartDateOfllIness": "2021-04-20",
"llinessType": "Flu",
"EndDateOfOllness": "2021-05-01",

"Update": 0
}
]

", u

"username": “apinioh.username",
"token": "fba40be6f49a4bal19f85d0ef2eb3aa50 "}

NOTE . Keep update attribute 0. To be used on the

Next version update

7

"businessid": " C8F1720B-FB4F-48C4-BBC5-413EF8E31D3C",

Vulnerability Model

Data {
"vulnerabilityData": [

{

"SAIDorPassportNumber": "4401014800086",
"Date": "2021-05-11",

"Province": "Eastern Cape",
"District": "Fezile Dabi ",

"Age": "42",

"Sex": "Female",

"JobCategory": "Professionals",
"VulnerabilityStatus": "Yes",
"Asthma": "Yes",
"ChronicLungDisease": "No",
"Diabetes": "No",

"Hypertension": "Yes",
"SeriousHeartConditions": "Yes",
"ChronicKidneyDisease": "No",
"ChronicLiverDisease": "No",
"Immunocompromised": "Yes",
"PreviousTuberculosis": "Yes",
"CurrentTuberculosis": "No",
"HIV": "No",

"AgeAboveb0years": "No",
"SmokingCurrent": "No",
"PregnancyAbove28weeks": "No",
"Obesity": "No",
"ReceivedFluVaccine": "Yes", "Update": 0

}

],
"businessid": " C8F1720B-FB4F-48C4-BBC5-413EF8E31D3C",

"username": “apinioh.username",
"token": "fbad0be6f49a4ba19f85d0ef2eb3aa50 "}
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Endpoint Submissions

1.+ | /api/DataSubmission/SubmitScreening

Response Class (Status 200)
oK

[Model Example Value

“status": "string”,
"message™: "string”

H

Response Content Type | application/json ~

Parameters

Parameter Value

Submit Screening Report

Description %&g’eameter Data Type

= "LAckOESRellrTRste" s "IITE"
"Direrhosa": "string”,

"Hanzeslomiting”: "string”,
w '|!: HStr' 1w
"Ryalioss " "Smgtriné";
"Dizziness": "string",
"Headache": "string",

"Update": 0
}
]J
"husinessid": "CEF1720B-FB4F-45C4-BBC5-413EFSE31D3C",
"username": "apinigh.username",

"token": "fbadlbeéf4%adbaldfi5dlef2eb3aaio”

1

Parameter content type: [ application/json

. Ty it putt | Hide Response

body

[odel Example Walue

{
“screeningbata™: [
{

“Employeeld™: “string”,
“Consermt™: “string”,
“screeningDaEte™: “string”
“Employeaefge”: “string”,
“EmployesGender™: “string
“JobCategory™: “string”,
“Prowvince™: “string”,




Curl

[ “Employesfge™: “string”, \
Endpoint =
“JgbCategory™: “string”, \
"Province™: "string”, \
“District”: “string”,

e
(= ion™: ring”,
Res ponse Model T L
(e erredioctor™: ring”,
. . TsoreThroat™: “string, )
Production APl Endpoints e
. :Ié;ijuctiuzt?f‘;:dgjeé": 'grirg’ré’} \
can receive up to 1000 i O
“RunnyNose™: "string”,

records Bl e
Per push L

"Update™: @ \

A
»
“businessid™: “CBF17288-FB4F-48C4-BBCS-413EFBE3A0ACT, N\
“username”: “apinich.TItakane™, \

Session automatica”y |Ogged (\'“.Edh-tc-tenus“:fgﬂﬂ?;ﬂz?ﬁmwﬁﬁ;s%mfmmtxr-eenirua'
out after 15 minutes of no Request URL

. . https://apitest.nich.ac.za/api/Detasubmi ssion/ Submitscreening
aCt|V|ty
API Data Endpoint use PUT
methOd stet

“message”: TSuccess”

Response Body

Response Headers

“cache-comtrol™: “no-cache™,

“comtent-length™: "347,

“cormtent-type™: “application/json; charset-utf-g",
“date™: “Tue, 80 Feb 2821 12:50:50 GWT,

“expires”: "-1"

“strict-transport-security™: “mex-age=15552@el; includeSubbomeins; preload™,
“m-aspnet-version™: "4.8.383197,

“x-comtent-type-options™: "nosniff™,

“w-Firefom-spdy™: “h2”,

“n-frame-opticns™: "SAMEORIGINT,

“x-powered-by™: "NICD”,
“m-®ss-protection™: "1; mode=block™
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Thank you

ohssupport@nioh.ac.za



