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Occupational Surveillance System Business Registration: Workflow
This is a workflow for registering a business for submitting the COVID-19 OHSS to NIOH or CMORE (CSIR)

Business contact accesses
portal to register
electronically

The following details are
provided in the portal

https://ohss.nioh.ac.za

Project Coordinator
(PC) receives alert that
new business
registered

PC alerts System
Administrator (SA) that
registration is done

SA generates a Unique
Universal Identifier (UUID)
e.g. 181fadfd-d275-43f8-

8f0b-235feaa579c4

Business name
Business industry
Business address
Business province
Business district
Employee numbers
Female employees
Male employees
Business contact
Contact email
NDA Signed
Sector affiliation
Submission Option:
| CSV Portal Submission
| API Integration
| CMORE platform submission

Business logins into the portal to
access required submission
templates

0

SV Upload Portal

PC sends credentials to business
(username via e-mail and password)

PC verifies and
confirms registration
details

CSV Portal submission can
commence including checking

API Integrationj SA generates business
VL authentication details for the API

Integration

Submission
Option?

and password via mobile)

PC sends APl integration to Business
contact email (username via e-mail

Automatic data
submission can
commence

status
.

Note:

* Data flow after registration
covered by a separate process:
* (CSV Portal to Data Lake
* CMORE to Data Lake

SA creates CMORE login credentials for
the business

CMORE SA registers business
on CMORE

CMORE SA sends credentials to business
including link

CMORE data submission

can commence




Occupational Surveillance System Business Registration: Web Portal (see: https://ohss.nioh.ac.za/Register)

The businesses registers via a web portal where all the required details for the organisation can be submitted.
Once a business has been approved by NIOH for data submission, they will receive login credentials to use the system of the choice for submission (CSV Portal
(replacing NextCloud, API integration or CMORE)

U % Occupational Health

L — Surveillance System
Business Registration -.0
1. Business will choose a preferred option
= for data submission (3 options available)
Coet 2. Username and password will be sent to
the contact person in the organization via
Contact Mumber Sector Affiliation SIVIS or WhatSApp
CPCT\CcmpEnlssand ntellectual Property Commission) PAYE# (PAY-AS-YOU-EARN) 3. Submissions preferred Weekly

4. Templates for CSV upload available on

Please supply the number of emplayees in the below Job Categories

# Mapagers (D # Professionals (D # Techricians and Associate Prof. @O # Clerical Suppeort Workers (D
0 v} aJ ]

# Service and Sales Waorkers (D = skilled Trages @ # Plart and Maching @ # Elementary Occupations @
v} 0 ]

Preferred data submission process

CEV via MextCloud (csv file) @

izsion (Free APP from CSIR) @

API Integration (Intergration into your own APP) @


https://ohss.nioh.ac.za/Register

Occupational Surveillance System Business Registration: Web Portal (see: https://ohss.nioh.ac.za/Register)

CSV Portal data submission templates available here:
https://www.nioh.ac.za/covid-19-information-resources/occupational-health-surveillance-system-ohss-business-portal/

To reqgister your business on the OHSS portal click here

OUICK ACCESS: Login and access the CMORE portal here QUICK ACCESS: Login and access the NextCloud Portal here

Symptom screening template
Templates to use for the CSV Portal Submission
system are as follows:

Return to work template

Positive case template ° Symptoms Screening
Vulnerability template ¢ Return to Work
* Positive cases
Meed to know how to submit data on the 3 platforms? © For more information and to view the Workplace Data e .
View the guide here Submission Guideline click here d Vulnerabilities

View the list of occupations that fall under the occupational

To view FAQs on the Occupational Health Surveillance

categories here

System {OH55) click here

These templates are provided for reference purposes only


https://ohss.nioh.ac.za/Register
https://www.nioh.ac.za/covid-19-information-resources/occupational-health-surveillance-system-ohss-business-portal/

New CSV Web Portal (see: URL to be made available by 1 August 2021)

Landing Page |

OccupaticLaI Health
Surveillar]:e System

Wu_# REPUBLIC OF SOUTH AFRICA

Company Information

Efﬂilfh Occupational Health

k_, Rebbivic o soumnarrica Surveillance System

Submission Stats

Upload CSV File

Company Information

Business ID : EDC7FA33-51F9-40B9-8F5B-D22D50A301E8 -’0

Business Name Industry

Monty Test Company Software consultancy and supply

Address

1Bhues et Lo Sauteiiy, 1o, £rAF
Province District

Gauteng Ekurhuleni MM
Contact Name Contact Email

Monty Rambau e, -

Contact Number Sector Affiliation

0117126575 IT Comms

CIPC# (Companies and Intellectual Property Commission) PAYE# (PAY-AS-YOU-EARN)

MO1234Rams MQ1234Rams

# Total Employees # Female Employees # Male Employees

health

Hoalth
REPUBLIC OF SOUTH AFRICA

r —_— —_— —_— —_— —_—
Submission Type
I Vulnerability

Occupational Health
Surveillance System

Submission File

Browse...| No file selected.

— — — — — a | | | | | |
Templates Headers 1* Tempiate Data Type Expected data Your Header ™ Your data
Age Humber 42 No data available in table
AgeAbovesOyears Text YES /NO .
pre— = e Showing 0 10 0 of O entries Previous - et
BusinessiD Text 22918AAB-FBS5-431C-5504-TS001281EC3D
ChronicKidneyDisease Text YES / NO
ChronicLiverDisease Text ¥ES /NO
ChronicLungDisease Text ¥ES /NO
CurrentTuberculosis Text ¥YES /NO
Date Date 20210318
Diabetes Text YES /NO
District Text City of Johannesburg
HIv Text ¥YES /NO
Hypertension Text ¥ES /NO
Immunocompromised Text YES / NO
Industry Text Agricutture
JobCategary Text Clerical Support Workers
Obesity Text ¥ES /NO

Company Information

Copyright © 2021 National Institute for Occupational Health. | Terms or Use | FAGs

Occupational Health
Surveillance System

o

Upload CSV File

Search:
Filename 1* Submission Type Date Submitted Uploaded By
Test Data - Cases_1.csv Cases 2021/07/06 4:19:13 PM Thuso Rams

Showing 1 to 1 of 1 entries

Previous Next




Cmore Mobile and Web app
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Create a new event

Choose a tag m Eu!qw.\yo‘

Francistown

Musina

Positive Return to Vulnerab-
_ Test ility

Louis Trichardt

Inhambane
Mokopane
OHS COVID- 7
HS COVID-19 Gaborone
Mbombela
(Nelspruit)

Rustenburg: PEIOTIa

Maputo
Mahikeng i eMalahleni &

Klerksdorp vereeniging

Welkom Newcastle @

Ladysmith NIOH NIOH Admins

Bloemfontein o, 3 marths ago 3 months 3go
®

Batshabelo,
Durban

Mthatha

Makhanda
(Grahamstown)

Port Elizabeth,

o
Cape Town




Data Privacy, Confidentiality and Security

1. Data privacy, confidentiality and security is the cornerstone of all the digital data submission options

2. All businesses are identified through Unique Business IDs

w

All businesses submit data to their own workspace (no sharing of data and workspace)
4. Only business email addresses and ID numbers for positive cases processed in the templates

5. Data in the data lake is anonymised and any identifying information removed where required
6. Data submission is via encrypted channels on all channels (CSV Portal, CMORE and API)
7. Datais stored in a secure Data Lake (NIOH)

8. All data shared is only processed by NIOH and is not shared with any other third-parties, except government departments
such as UIF.

9. Only anonymized and aggregated data is used for the analytics and visualization

10. All systems used for data collection, storage, and processes will be assessed on regular basis (every month) for any security
vulnerabilities.



Thank You

Email: OHSworkplace@nioh.ac.za
Web Portal: https://lohss.nioh.ac.za (for business registrations)



mailto:OHSworkplace@nioh.ac.za
https://ohss.nioh.ac.za/

